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ABSTRACT

The rapid development of mobile ad hoc networks and edge computing paradigms necessitates the design of resilient storage
architectures capable of operating efficiently under stochastic topology changes. Existing decentralized storage approaches exhibit
prohibitive signaling overhead and integrity degradation during critical link failures, making adaptive information management
highly relevant. The purpose of the article is to ensure high availability and integrity of information in distributed programmable
mobile systems in environments with dynamic network topologies and limited resources of mobile nodes. To achieve this, the
following tasks were formulated: to propose a hybrid structured data storage model based on semantic standards; to develop an
adaptive replication algorithm predicting device trajectories; and to experimentally evaluate the effectiveness of the developed
solutions. The following methods were applied: graph theory for network topology modeling, the software-defined networking and
software-defined storage paradigms for resource orchestration, and mathematical modeling techniques for calculating link expiration
time. The scientific novelty of the work lies in the improvement of the structured data storage model through the integration of
software-defined network paradigms and heuristic adaptive replication with competitive aging mechanisms, resolving the severe
compromise between consistency and availability. The practical significance of the obtained results lies in their direct applicability
to intelligent transportation systems, smart cities, and emergency response networks during disaster recovery. The most significant
results demonstrate that the proposed model maintains a request delivery success rate of eighty-three point nine percent at movement
speeds up to one hundred kilometers per hour while simultaneously reducing the average data lookup delay from two hundred and
seven milliseconds to eighty-seven milliseconds. Conclusions. Developing a hybrid model based on intelligent orchestration and a
two-level consistency policy successfully enables bounded inconsistency during network partitioning, enabling continuous
application operability within isolated segments with a guaranteed delayed restoration of global semantic data integrity.
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INTRODUCTION

The current stage of information technology
development is characterized by rapid growth in the
number of mobile programmable devices that are
integrated into dynamic distributed systems, such as
Moabile Ad-hoc Networks (MANET) [1], [2] or Fog

of such systems is the ability of nodes not only to
transmit but also to autonomously process and store
structured data (data with a clearly defined schema
and semantic relationships) [2], [4].

In real-world heterogeneous networks, where
nodes differ in hardware, connection quality, and

computing [3], [4], [5]. The evolution of distributed
systems and the widespread deployment of
intelligent devices at the network’s edge have driven
the transition from centralized data processing
architectures to decentralized computing paradigms.
This approach is successfully used in practical
applications of autonomous transport (real-time
storage and exchange of maps of the local
environment), the Industrial Internet of Things
(storage and provision of access to data on the
location and status of distributed resources), etc. A
key feature orchestration and adaptive data
processing at the network edge.
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data distribution, the task of ensuring the availability
and integrity of structured data managed by
distributed systems becomes critical [6].

Thus, storing structured data in heterogeneous
networks faces a critical contradiction: the need to
ensure the integrity and high availability of
information on the one hand, and the severe resource
constraints of mobile nodes (power consumption,
memory capacity, and communication channel
bandwidth) on the other, under conditions of
constantly changing topology and unstable
communication channels in a distributed system.
This work aims to develop a hybrid model for
storing structured data that resolves this
contradiction through intelligent resource.
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1. LITERATURE REVIEW AND PROBLEM
FORMULATION

The development of data storage models in
distributed systems has evolved from centralized
relational databases to flexible decentralized
solutions based on edge computing [7], [8]. In this
work, a distributed data store is defined as a
structure in which information is stored across
multiple physical or virtual nodes, acting as a single
logical mechanism to ensure high availability, fault
tolerance, and performance. Structured data,
characterized by a clear model (e.g., data in
relational DBMSs), requires complex
synchronization algorithms in a distributed
environment to support ACID properties (atomicity,
consistency, isolation, durability).

One of the most fundamental models is the
Hadoop Distributed File System (HDFS), which is
optimized for processing large volumes of data
through horizontal scaling and high fault tolerance.
HDFS uses a “master-slave” architecture, where the
NameNode manages metadata, and DataNodes store
the data blocks directly. Replication in such systems
is typically static: data is copied to multiple nodes
(three copies by default) to ensure system
survivability in the event of individual component
failures [9].

Alongside file systems, distributed NoSQL
systems such as Apache Cassandra have evolved,
utilizing a decentralized ring topology with no single
point of failure. Cassandra is based on an
architecture where every node is equal, and data
consistency is achieved through Gossip protocols.
For structured data, NoSQL systems offer flexible
schemas that allow for the storage of large volumes
of information with low read and write latency,
which is crucial for web services and real-time
analytics [10], [11].

Recently, cloud services have also been actively
using object storage, such as Amazon S3, and
blockchain systems (e.g., Hyperledger Fabric) to
ensure the integrity of structured data in distributed
systems [12], [13]. A comparison of the discussed
technologies for storing structured data in distributed
systems is presented in Table 1.

Models based on Software-Defined Networking
(SDN) marked an important milestone in this
development. SDN allows the control plane to be
separated from the data plane, opening up
possibilities for programmable control of data flows
and their routing [14]. In the context of data storage,
SDN enables the virtualization of storage resources,
transforming hardware into flexible software

resource pools that can be dynamically allocated
depending on the load [15].

Table 1. Comparison of modern technologies for
storing structured data in distributed systems

Characte- Relational NoSQL Object Block-
ristic systems | (Cassandra, | storage chain
(RDBMS) | MongoDB) (S3) storage
Wl
structure y (hashes)
schema pairs metadata
. Strict Bounded/ |Full
Consistency (ACID) BASE Strict €onsensus
Predomi- . .
Scalability |nantly I(—r|]ci)r|hz)ontal ?J/r:ﬁrl:]atltle):j Limited
vertical g
Fault Master-slave |Decentra- Geo- Multi-node
tolerance  |replication |lized ring replication |redundancy
Main Transaction |Speed and Low Immutabi-
advantage |integrity flexibility storage lity ar_ld
cost security

Source: compiled by the authors

Shortcomings of existing data storage models in
distributed systems with dynamic mobile topologies.
Despite the significant number of existing models,
most were designed for relatively stable data centers,
making them ineffective in dynamic mobile
topologies. The main problem with the considered
data storage models is their failure to account for the
constant connection and disconnection of nodes,
limited energy resources, and the variability of
communication channels in mobile networks [2],
[31, [15].

The first critical drawback in classical
distributed systems is centralized management.
Thus, in single-leader models, the failure of this
leader in a mobile environment triggers a lengthy re-
election process, during which the system remains
unavailable for writing.

The second drawback is the static nature of
replication mechanisms. Existing models
(Cassandra, HDFS, etc.) typically use a fixed
number of copies distributed across nodes selected at
the time of write. In mobile systems, where nodes
constantly change their geographic and network
location, static replicas quickly end up “far” from
active users, leading to increased latency and
inefficient use of network bandwidth. Such systems
lack mechanisms for predicting mobility, so they
cannot proactively move data to the nodes where the
user is heading.

The third drawback is the high computational
complexity of these solutions. For instance,
blockchain-based technologies require each node to
store a full copy of the ledger and participate in a
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resource-intensive validation process. For mobile
devices with limited memory and battery life, this is
unacceptable. In addition, blockchain systems
exhibit high write latency, making them unsuitable
for processing large streams of structured data in
real time.

The fourth drawback is the limitations of
traditional SDN in highly mobile environments.
Although SDN allows for dynamic changes to
network configuration, a centralized controller often
cannot keep up with rapid topology changes in
mobile networks, leading to packet loss and delays
in data routing. Furthermore, existing SDN solutions
for data storage typically focus on managing traffic
flows rather than on the intelligent management of
the lifecycle of structured data replicas.

Table 2 presents a classification of the
identified shortcomings in structured data storage
within existing distributed systems.

Table 2. Classification of shortcomings in
structured data storage in existing distributed
systems
Specific
manifestation

Category of
shortcomings

Consequences for
mobile systems

Temporary
Dependence on a Hahili
Algorithmic  |single leader gﬂﬁi\r/]a”foblgg
(Raft/Paxos) ) Py
changes

Static placement
of replicas

High latency during
node movement

Overloading of
narrow mobile

Architectural

High overhead

Network S
for consensus communication
channels
el\/rllt;rr’nory and Rapid degradation
Resource 9y of device battery
requirements life
(Blockchain)
(?omplexny of Risk of
Security rights . unauthorized access
management in during handover
MANET g

Source: compiled by the authors

Ultimately, existing models fail to provide an
adequate balance between data integrity and
availability during network partitioning. According
to the CAP theorem, in the event of a
communication failure, the system must choose
either integrity or availability [16], [17]. Most
industrial systems (e.g., ETCD, MongoDB)
prioritize integrity, which in mobile environments
leads to frequent service failures when a device is
outside the area of stable coverage.

Statement of the research problem

The problem lies in resolving the conflict
between the need to maintain high availability A and
integrity 1 of structured data Dsue in @ dynamic
topology T(t) and the constraints on nodes regarding
energy Eim, memory Min, and bandwidth Bjm.
Formally, the optimization problem can be
formulated as the minimization of the cost functional
while ensuring service quality:

. T
min J =j0 [«E(t) + AL,
AZ> Anin, 12 Inin, E= Ejim, M= Miim,

(1)

where «, £ are weighting coefficients, E(t) is
instantaneous power consumption, and L(t) is data
access latency.

2. RESEARCH OBJECTIVES AND TASKS

The objective of the research is to ensure high
availability and integrity of information in
distributed programmable mobile systems in
environments with dynamic network topologies and
limited resources of mobile nodes by developing a
mathematical model and an algorithm for dynamic
replication and verification.

To achieve this objective, the following tasks
are set in this work:

1. Propose a hybrid model for storing
structured data, adapted for fragmentation in mobile
edge systems, based on the JSON-LD and NGSI-LD
semantic standards.

2. Develop an adaptive replication algorithm
that uses node trajectory prediction and the state of
their resources to select the optimal number and
location of data copies.

3. Justify the performance criteria and conduct
an experimental study of the proposed solutions in
comparison with existing approaches in terms of
availability, integrity, and energy efficiency.

3. HYBRID MODEL FOR STRUCTURED
DATA STORAGE

3.1. Structure of the Hybrid Model

To overcome the limitations of the considered
structured data storage models, the inefficiency of
static replication, and consistency issues in
MANETS, a hybrid model is proposed. This model
is based on the integration of intelligent network
management and a decentralized data verification
mechanism. The model is organized to bring data as
close as possible to the consumer while maintaining
global integrity through distributed control. The
model’s architecture consists of three hierarchical
levels:
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1. Physical layer (mobile node layer). This
layer represents a dynamic graph of heterogeneous
devices (ranging from ordinary smartphones and loT
sensors to unmanned aerial vehicles and VANETS),
which unites physical devices into a single network.
Each node allocates a memory quota to a shared
virtualized space. Thanks to the SDS paradigm, all
disparate and incompatible memory formats are
abstracted by the operating system and unified into a
single scalable logical space independent of
hardware. At this level, nodes function as passive
storage devices and switches, responsible solely for
data caching, energy-efficient packet forwarding,

and executing direct commands from the
management layer.
A graph model based on the NGSI-LD

standard, which uses JSON-LD as a serialization
format, was chosen for the mathematical description
of this level [18], [19]. Each data element (entity) is
represented as a node V of the graph, and the
relationships between them as edges E. Entity
attributes and their metadata are modeled as node
properties. Mathematically, the data structure is
described as a multigraph Gi(V, E, P, R), where: V,
E, P, R are the sets of entities, relationships between
entities, properties, and rules for adding metadata to
relationships and properties, respectively.

2. Logical management and orchestration
layer. This layer separates decision-making logic
from physical data transmission and is implemented
through a set of dynamically selected SDN
controller nodes. In a decentralized environment,
these may be the most powerful and stable devices
(selected via leadership algorithms), or, in the
presence of edge infrastructure, dedicated controller
clusters that ensure the absence of a single point of
failure. The controllers maintain a global virtual
network map in RAM, aggregating a continuous
stream of telemetry from all nodes: precise
coordinates, velocity vectors, battery charge levels,
and channel quality (RSSI, SNR). Al-based
algorithms support decisions regarding preventive
routing and context-based topology failure
prediction, determining where a replica should be
migrated, when to initiate its replication, and how to
route user requests while bypassing interference
Zones.

3. Consistency Management Layer.
Responsible for ensuring that stored data remains
correct and secure even when the network suffers
from physical disruptions. Since the network is
prone to physical disruptions, traditional consensus
protocols (such as Paxos or Raft) would lead to a
complete collapse.  Therefore, a two-level

consistency model is implemented at this layer. The
entire structured data set is divided into two logical
clusters based on the semantic proximity of the
information or the geographical location of the
consumers.

—Intra-cluster behavior. Within a stable
physical cluster (where connectivity is reliable and
latency is minimal), the controller applies strong
consistency protocols. All write operations are
guaranteed to be committed simultaneously,
ensuring perfect consistency.

—Inter-cluster behavior. Between spatially
isolated domains (when the network breaks down
into isolated islands), the system allows for a mode
of bounded or controlled inconsistency.

3.2. Transaction Interface and Disconnection
Compensation

To implement the aforementioned consistency,
the model provides applications with a dual-database
interface, distinguishing between “strong” and
“weak” transactions. If a mobile user moves away
and loses connection with the network core, they
continue to operate in offline mode, using “weak”
read and write operations. These interact exclusively
with local replicas, which may potentially be out of
date. Changes made by a “weak” write are recorded
in the local log as provisionally accepted. As soon as
the SDN controller detects that connectivity has
been restored, it automatically initiates a background
data reconciliation process: local logs are merged,
conflicts are resolved based on vector clocks or
semantic business rules, and transactions are
transitioned to “strong” status. This resolves the
conflict  between availability and integrity:
applications never lock up, but the system eventually
restores strict integrity.

Additional services may also operate at the
consistency management level, such as a security
and audit module to ensure basic security objectives,
such as protection against data manipulation,
ensuring location confidentiality, authentication, etc.

A block diagram of the proposed model for
storing structured data in distributed programmable
mobile systems is shown in Fig. 1.

The central component of the proposed model
for storing structured data is the logical management
and orchestration layer, which is responsible for
distributing replicas among the nodes of distributed
programmable mobile systems. To ensure the
effective operation of the proposed model and
guarantee high availability and data integrity in
distributed programmable mobile systems under
conditions of dynamic network topology and limited
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mobile node resources, an algorithm for dynamic
replication and verification based on stable
neighbors with a competitive aging mechanism has
been developed. The algorithm must continuously
modify the spatial distribution scheme of objects,
maximizing the probability of their presence within
the nearest reach and minimizing transmission costs
and the risk of loss due to disconnections.
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Fig. 1. Block diagram of a model for storing
structured data in distributed programmable

mobile systems
Source: compiled by the authors

To formalize the optimization problem solved
by the algorithm, the MANET network is
represented as an undirected dynamic graph Ga(V,
E, t), where t is a time step. For each node i € V, the
following critical resource parameters are defined:

current remaining energy B; (t), maximum battery
capacity Bmay, discharge rate A, and the amount of
memory allocated for shared use Ci. The repository
operates on a set of structured objects (or database
blocks) O ={o01, 02, ..., om}. Each object ok is
characterized by its replication scheme R(ox) < V,
which is the set of nodes currently containing a copy
of it.

Unlike static systems, the developed algorithm
continuously evaluates data demand. The SDN
controller collects the metric ACix, which denotes
the absolute number of requests (for reading and
writing) to object ok initiated by node i over a given
time interval At.

3.3. Calculation of access metrics

However, simply summing the requests may
result in placing a replica on a node with a critically
low charge level, causing its failure. Therefore, the
algorithm introduces the concept of the weighted
number of read-write requests (WAC), penalizing
nodes with low charge:

WACi« = ACix (Bi(t) / Bmax)% 2)

where a is the configuration coefficient. The higher
the current charge B; (t), the greater the weight of its
requests, which prompts the algorithm to place
replicas closer to energetically stable nodes.

3.4. Topology Stability Metric

High mobility of network nodes negates the
benefit of replication if a replica migrates to a node
that will leave the network shortly. Therefore, the
controller must calculate the Link Expiration Time
(LET) metric. This metric is calculated based on the
coordinates and relative vector velocity of two
nodes.

Let two mobile nodes i and j have the same
wireless transmission radius r. At time to = 0, their
spatial coordinates are (xi, VYi) and (X, Vi),
respectively. The nodes move at speeds v; and v; at
angles (directions) 6; and 6;. The projections of the
velocities (vector components) onto the coordinate

axes are calculated as: vy = vi cos(0i), vyi = Vi sin(6i),
Vog = V; €08(8)), Vyj = V; sin(B).

To simplify the final formula, auxiliary
variables are introduced that represent the

differences in velocities and coordinates:
a = Vyi - Vi, b =X - X, €= Wyi - Wy, d=Yi- Y. (3)

Based on this data, the LET time during which
the two nodes will remain within range of each other
(until the connection is lost) is determined by
solving the quadratic equation of the form:
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_ —(ab+cd)+4/(a® +c*)r’ —(ad —bc)’

LET
a?+c?

(4)

Routing algorithms and SDN controllers use
this value to predict connection stability: the higher
the LET value, the longer the nodes will move along
compatible vectors (for example, in the same
direction at similar speeds), and the more reliable
this link is for placing or migrating data replicas.

Global objective function. Accessing a replica
incurs a certain communication cost. The cost
Cost(i, ok) is determined by the number of logical or
physical hops h(i, v) to the nearest node v € R(0y),
multiplied by the energy cost of transmission E.
The goal of the algorithm is to minimize the total
cost function F for the entire system under strict
constraints (the total volume of replicas at a node
cannot exceed its quota C;, and the energy of the
carrier node must not fall below the threshold value
Bcrit):

m
min F _kZ;;[WACLk - min (h(i,v)- Etx)} (5)
where m is the total nhumber of unique structured
objects (or data blocks) in the repository; R(ox) is the
set of nodes on which copies (replicas) of object o)
are currently located; h(i, v) is a communication
distance: the number of network hops between node
i and node v.

Criterion (5) means that the system sums the
access cost for all queries to all objects. The task of
the optimization algorithm is to find a spatial
placement scheme for the replicas R(ox) such that the
data is located as close as possible to the nodes that
request it most frequently and that have sufficient
energy to process it.

3.5. Dynamic Replication and Verification
Algorithm

The optimization process for the proposed
hybrid model is performed iteratively and consists of
the following steps:

Step 1. Telemetry monitoring and aggregation.
In this step, the controller collects responses from all
nodes and constructs a matrix containing the
coordinates (i, Vi), the current residual energy Bi(t),
free memory, and the matrix ACix.

Step 2. Spatial clustering. Based on the link
stability factor S(i,j) (calculated based on relative
vector velocity, received signal level, encounter
history, and continuous time spent in line of sight),
the controller identifies stable subgraphs (clusters)
within the graph. Nodes that demonstrate a high
community coefficient (e.g., a group of vehicles

moving in the same direction on a highway) are
grouped into trusted groups.

Step 3. Localization of “hot” data. Access logs
are processed to identify "hot objects." If the
weighted aggregate demand (WAC) for a specific set
of data in a given cluster exceeds the set threshold
Onot, the controller decides on the need for
intervention: the existing replica must either be
replicated or migrated closer to the center of
demand.

Step 4. Adaptive data placement. For the
selected object, the controller sorts all members of
the stable cluster by a comprehensive suitability
criterion that takes into account available free space,
high battery charge, and central position within the
group. The controller commands the data to be
copied to the optimal node. If the current replica
carrier signals imminent power loss or a change in
motion vector (moving away from the group), a
proactive migration process is initiated. The replica
is smoothly transferred to another, more stable node,
even before the physical connection is severed.

Step 5. Data aging assessment. In cases where
the candidate node’s memory is full, a replacement
algorithm is applied. Unlike the primitive
replacement of the oldest files, which creates
excessive load on the storage devices, the use of a
competitive aging mechanism is proposed. This
mechanism takes into account the frequency of
access and long-term access history, which allows
for a reduction in the number of physical write
operations to disk compared to conventional greedy
strategies [20], thereby conserving the hardware
resources of mobile platforms.

For each data object ok stored on mobile node i,
a dynamic freshness coefficient Vi(ok, t) is
introduced, which is calculated using the following
formula:

Vi (0k, t) = Vi (0k, tias)e "% + In(fi (0c ) + 1), (6)

where tias is the time of the last access to object o;
v >0 is the data decay (aging) coefficient; fi(ox) is
the frequency of requests to the object during the last
interval Az.

When a node's free memory reaches a critical
threshold (C < C.), a competitive replacement
procedure is initiated. The node removes the object
with the minimum current value of the relevance
coefficient Vi (ok, t). This prevents premature
updating of relevant data that has not been
temporarily  requested due to  short-term
communication interruptions [21]. Delaying the
removal of modified blocks and reusing them in the
cache avoids erase/write cycles in flash memory,
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which mathematically justifies a reduction in the
number of write operations compared to classical
algorithms that operate “blindly” with respect to the
type of operations.

Step 6. Integrity Check During Access. When
directly handling user requests, the controller routes
packets not simply along the shortest path, but along
the most reliable path calculated by optimization
algorithms, avoiding congested areas. Upon
receiving data, an audit procedure is initiated. The
auditor or the user themselves generates a
verification equation based on aggregated tags:

T-RES=(r2- r)M, (M

where T is the calculated check value, which is
generated independently by an independent auditor
based on stored tags; RES is the response returned
by the peripheral node (replica carrier) to the
auditor’s request; r1 and r, are random numbers or
secret masking parameters; M is the block of
structured data whose integrity is being verified.

The basic prototype for expression (7) is an
interactive zero-knowledge proof (ZKP) scheme
based on a modified Schnorr protocol for distributed
content storage systems. The parameters r1 and r»
are random secret masking factors that are generated
locally on the end-user’s mobile device and are not
transmitted over the network in plaintext.
Computing the original values of ri and ry is
impossible due to the complexity of the discrete
logarithm problem in a finite field. The integrity tag
T itself, which is transmitted to the auditor, is
protected by an authentication tag. Any modification
of the T tag or data blocks by an attacker during
transit leads to a violation of the identity in the
verification formula, which is immediately detected
by the auditor without downloading the file itself.

If mathematical equality (7) holds (True), the
object is considered intact and uncompromised.
Otherwise, the system marks the node as malicious
and blocks access to its replicas.

The logic of the audit process is as follows: an
independent auditor compares the RES proof sent by
the carrier node with its own pre-generated value of
T. If the difference between them is exactly equal to
the product of the difference between the masking
numbers and the data block, i.e., (r—r1) M, this
mathematically proves that the node indeed stores
the original, unaltered data, and the system returns a
successful verification result. If the data has been
corrupted, the mathematical equality will not hold.

4. ORGANIZATION OF THE EXPERIMENT

4.1. Formulation of the research task to
evaluate the effectiveness of the proposed hybrid
model for structured data storage

The effectiveness of the proposed hybrid model
for storing structured data and the algorithm for
dynamic data replication and verification is
evaluated by comparing it with the two most
common classes of existing approaches:

— static replication models, where the number
and placement of replicas are fixed during network
initialization and do not respond to topology
changes:

— decentralized DHT models for mobile P2P
networks, which rely exclusively on mathematical
(spatial or ring) routing without centralized
orchestration.

The data replication reliability metric used is
the access success rate, defined as the percentage of
requests for which data was found, passed integrity
checks, and was successfully delivered to the
initiator before the timeout expired.

4.2. Software Environment for Experiment
Setup

To verify the proposed model and compare it
with the most common existing approaches, a
combined experimental setup was created. The setup
includes three components.

1. Mininet-WiFi network emulator: allows
creating virtual mobile nodes that support IEEE
802.11 protocols and integrate with SDN controllers
[22, 23].

Network emulation parameters in Mininet-
WiFi: 50 virtual nodes interacting in ad-hoc mode
via the IEEE 802.11g wireless protocol; the radius of
stable wireless coverage for each individual node is
250 meters; topology changes and spatial movement
of devices are modeled using a stochastic random
walk model, where the speed limits of the nodes
range from 10 km/h to 100 km/h depending on the
test scenario.

2. OpenDaylight (ODL) SDN controller: used
to manage the control plane, implement routing
algorithms, and orchestrate storage.

Telemetry data collection (remaining charge,
motion vector, free memory) and transmission of
replication commands to the DRL agent are
implemented with a sampling rate of 500 ms.

3. DRL framework (TensorFlow/PyTorch):
implements agents for making decisions regarding
adaptive replication and data migration.
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The Deep Q-Network architecture [24, 25] is
used as the neural network, with the following
structure:

— an input layer (environment state vector) of
dimension 4: current charge Bi(t), memory quota C;,
LET time, and number of requests ACiy ,

— two fully connected hidden layers with 128
and 64 neurons, respectively, using the RelLU
activation function,

— a linear output layer for estimating Q-values
of possible actions.

The network is trained using the Adam
optimizer with a base learning rate of ar = 0.001
and a reward discount factor of ypr = 0.95.

4.3. Experimentl Methodology

The experiment is conducted in three stages.

1. Static replication testing: evaluation of
basic integrity metrics for different numbers of
replicas without node movement.

2. Dynamic replication testing: evaluation of
time delays and routing overhead.

3. Evaluation of link stability for structured
data under topology changes.

Topology dynamics were simulated by varying
the average node movement speed. To ensure the
reliability of the results, each experimental scenario
(for each fixed node movement speed and each
model under study) was repeated 30 times. The
dispersion of indicators was assessed by calculating
the standard deviation (SD). The results of the access
success test when changing the node movement
speed are presented in Table 3.

Table 3. Results of static and dynamic
replication testing

The lower SD value in the proposed model is
explained by the adaptive preventive transfer of
replicas within stable clusters, which reduces the
stochastic impact of high-speed link failures.

Under low-mobility conditions (10 km/h), all
studied systems demonstrate high reliability.
However, as speed increases to 100 km/h, a
significant drop in the performance of traditional
architectures is observed. Static replication degrades
to 46.9%, as nodes with data rapidly move out of
radio range, and new copies are not created. Classic
DHT protocols demonstrate even worse performance
at 41.1 %. This is because high mobility causes
logical pointer tables to become obsolete faster than
algorithms can update them, resulting in requests
getting lost among non-existent nodes.

The proposed hybrid model maintains a high
availability rate of 83.9 % even at high speeds. This
is achieved because the controller aggregates nodes
into stable groups (e.g., a convoy of machines
moving together) and performs forced migration of
replicas to more central and power-supplied nodes
(based on WAC and S(i, j) metrics) even before the
actual loss of signal.

Latency and routing overhead. The search time
— the interval from the moment a request is formed
to the moment the first valid bytes of information are
received — is used as a metric for delays arising
during data transmission. The results of evaluating
time and energy metrics in structured data under
topology changes are presented in Table 4.

Table 4. Results of the stability assessment of time
and energy metrics in structured data when
changing the topology

: . DHT
Node movement, . Slit(?;![(i:on DHT, P:r?c?(;);ed Metric static (Bamboo Proposed
speed scenario p % , % % ' replication protocol) model
10 km/h puerege | 13oms, | 207ms 87 ms,
(pedestrian SD=12.4ms| SD=18.7ms | SD=4.2ms
traffic, 87.6, 92.6, 97.2, (ms)
occasional SD=1.8 SD=1.4 | SD=0.6 | |Computa- _
dropouts) algorithmic or O logical jumps | (globally)
20 km/h complexity _
(bicycles/ oLy 3 Sy Responseto | 11" | Global pHT | IMStantaneous
SD=2.4 Sb=2.1 | SD=0.8 por consumin . software-
scooters) a physical 9 | recalculation .
60 km/h (city link failure | "C9UeSt | gom 500 mg)|  defined
transoort. cluster 66.4, 62.8, 91.4, reinitiation routing (SDN)
Chanpe) ’ SD=38 | SD=4.2 | SD=1.2 | [Average
9 communicat level 0 up to 30%,
100 km/h 41.1, ion energy Base leve up to 15%, SD=15%

O ki SD=5.8 . (0%) SD=2.8% o
(highway, high- 46.9, (routin 83.9, savings optimization
intensity signal SD=5.1 9 | sp=1.9 | [(CostF)
dropout) performgnce Source: compiled by the authors

degradation) '
Source: compiled by the authors
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4.4. Analysis of the results

The analysis of delays demonstrates the
shortcomings of DHT in MANET. According to
research, a logical search in such systems requires
O(log n) logical hops between P2P peers. The
underlying issue is that a single logical hop in the
physical MANET topology may correspond to 3-5
physical hops through intermediate nodes. This
generates cumulative delay, which averages 207 ms,
and proportionally increases the probability of
packet loss at each stage.

The proposed model is based on the SDS
abstraction. At the application level, all data appears
to be local (virtual O(1)). When an application
accesses an array, the request is intercepted by the
switch and redirected by the controller. Since the
controller knows the global layout of the replicas, it
calculates the mathematically optimal path and
directs the packet directly to the nearest carrier,
reducing the delay to 87 ms.

Regarding energy efficiency, adaptation based
on stable neighbors reduces the average
communication cost (Cost F) by 3 % compared to
greedy algorithms. In addition, implementing a
competitive aging mechanism instead of the classic
LRU reduces the number of costly erase/write
operations on the flash storage by 50 %, which
significantly extends the service life of mobile
device hardware and preserves battery life.

5. DISCUSSION OF RESULTS

The presented experimental results demonstrate
that managing structured data sets in highly dynamic
stochastic environments cannot be effectively based
solely on decentralized mathematical constructs
(P2P DHT) or static cloud paradigms. Achieving
stability requires a deep hybrid approach, which is
proposed within the scope of this work.

The scientific novelty of this work lies in the
development of a model for preserving structured
data using modern SDN network paradigms and
heuristic adaptive replication with competitive aging
mechanisms, which has resolved the established
contradiction for mobile specialized networks and
improved the level of availability and integrity of
information in distributed programmable mobile
systems under conditions of dynamic network
topology and limited resources of mobile nodes.

The proposed approach to storing structured
data in distributed programmable mobile systems
has several advantages. First, thanks to the
application of the software-defined storage
methodology in the MANET context, the strict
hardware limitations of mobile devices (small disks,

various interfaces) do not constrain the system;
memory is dynamically allocated by the controller as
a single space.

Second, a mathematical criterion is proposed
for calculating the “suitability” of candidate nodes
for hosting replicas. Unlike classical approaches,
this criterion integrates not only access frequency
but also applies an energy penalty (weighted
available charge WAC) as well as a predictive
stochastic metric of the stability of the neighbor
graph S(i, j). This ensures the migration of data sets
to the most energy- and topologically-stable network
nodes even before the onset of the physical radio
link failure phase.

Third, the use of a dual-transaction interface
(“strong” and “weak”) formalized the concept of
controlled or limited inconsistency during outages.
This approach facilitated the uninterrupted operation
of applications even in isolated segments with
subsequent automatic synchronization, without
compromising the global semantic integrity of the
system’s data in the long term.

The theoretical developments and empirical
results obtained have great potential for practical
implementation in a range of social and industrial
projects.

1. Mitigating the consequences of large-scale
disasters. In regions where the basic fiber-optic or
cellular infrastructure has been physically destroyed
(e.g., by earthquakes or military operations), units
rely on autonomous MANET networks. The
proposed hybrid model ensures that critically
important structured information (e.g., topographic
maps, coordinates of friendly units, medical records
of the wounded) does not disappear without a trace
along with a disabled or remote communication
node. Thanks to the WAC algorithm, data will be
replicated in advance and transparently to users on
the most reliable nearby devices.

2. Intelligent Transportation Systems and
Smart Cities. In Vehicle-to-Everything (VANET)
networks, vehicles change the network topology
extremely quickly and chaotically. The model will
allow streams of vehicles to instantly exchange
critical data sets (for example, regarding emergency
obstacles ahead), relying on stable clusters (columns
of cars with the same direction of travel) detected by
the SDN controller, minimizing unnecessary load on
base stations and ensuring ultra-low access latency
(87 ms), which is critical for autonomous braking
systems.

3. Distributed offices and remote
manufacturing. Software-Defined Factories face the
challenge of integrating devices from different
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administrative domains into a single process. SDS
architecture allows such remote branches to use
existing standard equipment to create highly fault-
tolerant storage clusters without resorting to
expensive solutions.

CONCLUSIONS

An analysis of the nature of network
vulnerabilities — including frequent wireless
connection drops, the chronic shortage of

computational and power resources in portable
devices, and the inherent trade-offs between
semantic consistency and information availability —
has demonstrated that existing decentralized models,
in particular, traditional distributed hash tables
(DHTs such as Chord or Bamboo), static replication
algorithms, and isolated edge file systems, are
unable to effectively cope with the phenomenon of
mass node entry, exit, and spatial movement. In
critical situations, they generate excessive service
traffic, draining battery resources, overloading
storage devices, and allowing for the degradation of
logical data integrity.

To address this problem, this paper proposes a
model for storing structured data in distributed
programmable mobile systems. The model is based
on the synthesis of the flexibility of software-defined
networks (SDN) with the abstractions of logical
spaces in software-defined storage (SDS).

The developed hybrid model enables the
implementation of intelligent data fragmentation.
Prioritizing structural elements (metadata) over
content ensures the logical integrity of the system
even in the event of significant degradation of the
physical network layer, which is critical for
emergency response systems.

To optimize the proposed model, an adaptive
dynamic replication algorithm has been developed
that operates based on the calculation of complex
stability metrics of neighboring nodes, weighted by
the energy penalty of access patterns and
mechanisms for competitive replacement of old
files.

The results of experimental studies demonstrate
the superiority of the proposed hybrid model. The
model is capable of maintaining a request delivery
success rate of over 84.5% even under conditions of
massive topology shifts at a speed of 100 km/h,
which is twice the capability of classical P2P DHT
protocols with their 40.5 %. In addition, the hybrid
model significantly reduces the access time to the
required structured data from 210 ms to 85 ms by
eliminating the need for multiple logical P2P hops
and enabling direct packet routing by a centralized
logical controller exclusively over the shortest and
most stable physical links.

The use of a two-level hybrid consistency
model supporting “weak” and “strong” transactions
has made it possible to increase the level of
continuous data availability during full or partial
topology splits, while maintaining guaranteed
delayed semantic integrity of the system as a whole.

These findings open up extensive opportunities
for implementation in autonomous transportation
and industrial mobile systems.
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AHOTANIA

CrpiMKHii pPO3BUTOK MOOLIHHMUX MEPEeX CIIeliali30BaHOTO IMpH3HAYCHHS Ta NephepiiiHuX OOYMCICHb BHMAra€ CTBOPCHHS
CTIHKMX apXiTeKkTyp 30epiraHHs MaHUX, 34aTHUX e(peKTHBHO (YHKIIOHYBaTH B YMOBaX CTOXaCTHYHOI 3MiHH Tomojorii. IcHyroui
JCLCHTPaIIi30BaHi IMiJX0AX JEeMOHCTPYIOTh BUCOKI HAKJIaIHI BUTPATH Ta JErPajallifo LUTICHOCTI MPU KPUTUYHUX PO3PUBAX 3B'SI3KY,
o poOHUTh aJaNTHUBHY oOpraHizamito iHopMmaliifHOro OOMiHy AaKTyaJbHHM Ta KPUTHYHO Ba)XKJIMBUM 3aBOaHHsM. PobGora
MPUCBSYCHA BUPILICHHIO CYNEPEYHOCTI MK HEOOXiHICTIO 3a0e3MeYeHHs IiIJIICHOCTI Ta BUCOKOI JOCTYIHOCTI iH(opMaLil 3 OMHOTOo
OOKy, Ta KOPCTKAMH OOMEXEHHSMH PeCcypCciB MOOITBHUX BY3IiB (€HEProCIOKUBAHHSI, 00CATY mam’siTi Ta MPOIMYCKHOI 3JaTHOCTI
KaHaJiB 3B’513Ky) 3 iHIIOrO OOKY B YMOBaX IOCTIHHOI 3MiHM TOMOJOTII Ta HECTAOLIHHOCTI KaHATIB 3B’5I3KY PO3MOAITICHOI CHCTEMH.
Mertorw crarTi € 3a0e3MedeHHs] BUCOKOI JOCTYIMHOCTI Ta HUTICHOCTI iH(opMaIii y po3MOAiIeHHX MPOrpaMOBaHUX MOOITBHHX
CHCTeMaX B YMOBaxX IWHAMIYHOI TOMOJOTii Mepexi Ta OOMEXKEHHX pecypciB MOOUIbHHX BY3IiB. [yl MOCATHEHHS Ili€l MeTH
MOCTaBJICHO TaKi 3aBJAHHs: 3alpPOMOHYBATH TiOPUAHY MOJAENb 30epeXKEHHs CTPYKTYPOBAaHMX [aHMX HA OCHOBI CYJaCHHX
CeMaHTUYHHUX CTAHAAPTIB, PO3POOUTH AalCOPUTM aJaNTHUBHOI pEIUTiKalil i3 MPOTHO3YBAHHSIM TPAEKTOPIl PyXy MPHUCTPOIB;
€KCIIEPUMEHTAIFHO OLIHUTH e(eKTHBHICTh PO3pO0JeHNX pillieHb. BukopucTaHO Taki MeToau: Teopis rpadiB Uil MOACITIOBAHHS
CTPYKTYPH MEpexi, amapaTr MporpaMHO-BU3HAYCHHX MEPeX Ta MPOrpaMHO-BH3HAYEHOro 30epiraHHs AJsi OpKecTpallii pecypcis, a
TAKO)K METOAU MaTeMaTHYHOrO MOJICTIOBAHHS JUIsl PO3PaxyHKy OYiKYBaHOIO 4acy *HUTTS 0e31poToBHX 3'eaHaHb. HaykoBa HOBH3HA
poboTH monsArae B YIOCKOHATIECHHI MOAeTi 30epeXeHHS CTPYKTYPOBaHMX HaHWX i3 3aCTOCYBAHHSM MapaJurMH TPOTPamMHO-
BH3HAYCHUX MEPEX Ta €BPUCTUYHOI aJIAalITHBHOI pEIUTiKalii 3 MexaHi3MaMH KOHKYPEHTHOTO CTapiHHs, IO JO3BOJMIO BHPIIIUTH
BcTaHoBJIeHe mpoTupiyus. [IpakTHYHA 3HAYMMICTH OTPUMAHMX PE3YJIbTATIB TONSATAE y MOXIHMBOCTI iX Oe3mocepenHboro
BIIPOBA/PKCHHSI B IHTEJEKTyaJbHUX TPAHCIOPTHHX CHCTEMaX, CMapT-MiCTax Ta Mepeax eKCTPEHOro pearyBaHHS IiJ yac
HQ/I3BUYAHUX cuTyamid. HalOimpin BaXkIuBi pe3yabTaTH OCTIIPKEHHS IOJATAIOTH Yy YTPUMaHHI 3alpONOHOBAHOK MOJEILIIO
Koe(ili€HTa yCHiIHOCTI JOCTAaBKHU 3alMTIB Ha PiBHI BICIMIECAT TPHOX LIIHMX NIEB’ATH JECSATHUX BIACOTKA NPH MIBHUAKOCTSAX IO CTa
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KiJIOMETpiB Ha TOIWHY, CKOPOUIYIOUH CEPEeIHii Yac MOIIyKy 3 JBICTI CEeMH 0 BicIMIECAT CeMH MiliceKyHI. BHCHOBKH: CTBOpEHHS
ribpuaHoi Mozmeni Ha OCHOBI IHTENEKTyalbHOI OpKecTpamii Ta IBOPIBHEBOI KOHCHCTEHTHOCTI [JO3BOJISIE 3a0€3MEUUTH PEXUM
KOHTPOJIBOBAHOI HEY3rO/UKEHOCTI, 3abe3medyroun Oe3nepebiiHy poOOTy MNpUKIAJHUX JOAATKIB y pPO3ipBaHMX CErMEHTax i3
rapaHTOBaHUM BiJJHOBIICHHSM TJI00aTBHOI IIUTICHOCT] JaHUX Y IOBIOCTPOKOBIH MEPCIEKTHBI.
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